
     

FOLLOW-UP AUDIT OF  
RISK MANAGEMENT’S INTERNAL 

CONTROLS OVER DAVID INFORMATION

Hector Collazo Jr. – Inspector General/Chief Audit Executive 
 

Audit Team 
Melissa Dondero, CPA, CIA, CIG, CIGA, CIGI, CITP, CRMA, CFS – Assistant Inspector General 

Cassy Lamothe, CFE, CAMS, CIGA, CIGI – Inspector General II 

                                                                                                                                                                                                   
                                                                                                                                                                                                
                                                                                                                                                                                        
 
 
 
 
 
 
 
 

DIVISION OF INSPECTOR GENERAL 
Ken Burke, CPA 
Clerk of the Circuit Court and Comptroller 
Pinellas County, Florida 

REPORT NO. 2018-30 
OCTOBER 25, 2018





TABLE OF CONTENTS 
 
 
 

  Page
  
INTRODUCTION 4 
   
STATUS OF RECOMMENDATIONS 9 
   

1. Risk Management Did Not Conduct The Required Annual DAVID Audit 
Prior To Signing The Annual Affirmation. 

9 

   
2. Risk Management Has Not Conducted Quarterly Quality Control 

Reviews Required By The MOU. 
10 

   
3. The Risk Management MVR Application, Shared Drives, And OPUS 

Modules Afford Access To Unauthorized Users. 
12 

   
4. The MVR SOPs Are Incomplete And Contain An Inaccurate Statement. 14 

   
5. DAVID Inquiries Are Retained Beyond The Required Period Of Time. 16 

   
6. The Risk Management Safety Division Does Not Have A Fully Trained 

Backup To Process Driver Licenses Through MVR. 
17 



   

 

 
Audit Services, Division of Inspector General 

Clerk of the Circuit Court and Comptroller 
Page 4 

INTRODUCTION 
 

Scope and Methodology 
 
We conducted a follow-up audit of Risk Management’s Internal Controls Over DAVID 
Information. The purpose of our follow-up review was to determine the status of previous 
recommendations for improvement. 
  
The purpose of the original audit was to: 
 

1. Determine if adequate policies and procedures are in place to address DAVID access, 
distribution, use, modification, and disclosure. 

2. Determine if access to the DAVID system is adequately managed. 
3. Determine if appropriate logging and monitoring tools are used to manage DAVID 

access and use. 
4. Determine if adequate physical security exists to protect confidential DAVID data from 

unauthorized access and use. 
 
To determine the status of our previous recommendations, we surveyed and/or interviewed 
management to determine the actual actions taken to implement recommendations for 
improvement. We performed limited testing to verify the implementation of the 
recommendations for improvement.  
 
Our follow-up audit was conducted in accordance with the International Standards for the 
Professional Practice of Internal Auditing and the Principles and Standards for Offices of 
Inspector General, and, accordingly, included such tests of records and other auditing 
procedures, as we considered necessary in the circumstances. Our follow-up testing was 
performed during the months of August and September 2018. The original audit period was 
January 1, 2015 through October 31, 2016. However, transactions and processes reviewed 
were not limited by the audit period. 
 

Overall Conclusion 
 
Of the 12 recommendations in the report, we determined management implemented all 12. We 
commend management for the prompt implementation of all our recommendations. 
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Status 
 

OFI 
NO. 

PREVIOUS RECOMMENDATION 
IMPLEMENTATION STATUS 

Implemented 
Acceptable 
Alternative 

Partially 
Implemented 

Not 
Implemented 

No Longer 
Applicable 

1 
Risk Management Did Not Conduct The Required Annual 
DAVID Audit Prior To Signing The Annual Affirmation.     

 
Perform the Annual DAVID Audit prior to signing the Annual 
Affirmation.      

2 
Risk Management Has Not Conducted Quarterly Quality 
Control Reviews Required By The MOU.     

 
Conduct the required Quarterly Quality Control Reviews and 
maintain documentation for audit purposes.      

3 
The Risk Management MVR Application, Shared Drives, 
And OPUS Modules Afford Access To Unauthorized 
Users. 

     
A 

Provide BTS with an updated list of users who should have 
access to Risk Management’s MVR, shared drives, and 
OPUS modules. 

     
B 

Compare the Risk Management departmental users list with 
BTS's list to ensure accuracy.      

C 
Tally and verify authorized users at the departmental level, at 
least annually.      

D 

Ensure that users, whose function no longer requires access 
to the MVR, shared drives, and OPUS modules containing 
DAVID data, are deactivated within five working days as 
required by the MOU. 

     
4 

The MVR SOPs Are Incomplete And Contain An 
Inaccurate Statement.      
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OFI 
NO. 

PREVIOUS RECOMMENDATION 
IMPLEMENTATION STATUS 

Implemented 
Acceptable 
Alternative 

Partially 
Implemented 

Not 
Implemented 

No Longer 
Applicable 

A 
Review and update the MVR SOPs to meet their intended 
objectives.      

B 
Add a troubleshooting section to the MVR SOPs to include 
the tips only known by the current primary user.      

C 
Update the MVR SOPs to include procedures addressing the 
reporting requirement to the DHSMV in the event of a data 
security breach. 

     
5 

DAVID Inquiries Are Retained Beyond The Required 
Period Of Time.      

A Delete unnecessary DAVID inquiries/records from the MVR.      
B 

Update the MVR SOPs to address the need for DAVID data 
retention in Risk Management’s OPUS modules and shared 
drives. The SOP should also address security measures 
taken to ensure the safekeeping of the data. 

     
6 

The Risk Management Safety Division Does Not Have A 
Fully Trained Backup To Process Driver Licenses 
Through MVR. 

     
 

Fully train another employee to back-up the primary MVR 
driver license processor.      
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Background 
 
Risk Financing Administration, commonly known as 
Pinellas County Risk Management, administers a 
comprehensive risk management program that 
includes loss prevention and safety, claims 
management, insurance policy management, and 
contractual risk transfer. This program benefits the 
employees and citizens of the Pinellas County BCC, 
appointing authorities, and certain elected 
constitutional officers. As part of its responsibilities, Risk Management takes steps to develop, 
manage, and secure the County’s most valuable assets in accordance with statutes, 
ordinances, and laws.  
 
During Fiscal Year 2016, Risk Management operated on a $10,322,620 budget, compared to 
an approved $10,097,770 budget in Fiscal Year 2015. The department is comprised of a team 
of 16 full time employees split in three different Divisions:  
 

 Safety 
 Claims 
 Insurance 

 
The Claims Division investigates all claims, conducts pre-trial claim investigations, and attends 
hearings, mediations, and trials. They oversee the self-insurance program by administering 
claims within the self-insured retention level. The Insurance Division obtains insurance 
policies, when appropriate, from commercial insurance companies for the protection of various 
County liabilities and property. In addition, they review the majority of County contracts for 
insurance requirements.  
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The Safety Division coordinates safety policies, loss control, and safety training. It inspects 
facilities and jobsites to ensure National Fire Protection Association (NFPA) safety standards 
and Occupational Safety and Health Administration (OSHA) compliance. Its services include, 
new employee orientation safety training, equipment operation safety training, and 
cardiopulmonary resuscitation (CPR)/first aid and automated external defibrillator (AED) 
monitors training. They have recently embarked on a new initiative to make OSHA the 
standard for safety to meet the County strategic goal to make workforce safety and wellness a 
priority. The Safety Division also performs commercial driver license (CDL) random testing and 
reviews County employees’ driving records. In order to fulfill the latter function, the Safety 
Division entered into an MOU with the DHSMV in October 2013.  

 
The MOU gives the Safety Division access to driver and motor vehicle records in DAVID. 
DAVID is a multifaceted database that allows immediate retrieval of driver and motor vehicle 
information, including driver records, and vehicle title and registration. Unlike other 
governmental agencies, the Safety Division does not access DAVID directly; it does so through 
a driver license transcript retrieval application called MVR. This application was created and is 
managed by BTS. The Safety Division uses its DAVID access to review driver license 
transcripts of Pinellas County employees and volunteers responsible for operating County 
vehicles for the purpose of carrying out government functions.  
 
The MVR system was used only for testing until February of 2016. Prior to that date, the 
County worked with the DHSMV, Finance, and BTS to set up the MVR application as well as 
an account that the DHSMV could draw from for payment of the reports. By doing this work, 
the County was able to save approximately $70,000 per year, which would be the approximate 
cost to use a private firm to obtain MVRs. 
 
DAVID contains confidential personal information protected by Chapter 119 of the Florida 
Statutes and the Driver Privacy Protection Act. Consequently, the Safety Division is tasked 
with ensuring the data obtained under the MOU is secure and only accessible by authorized 
staff. In order to comply with the requirements of the MOU, Risk Management reached out to 
the Division of Inspector General for assistance and requested this audit.  
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STATUS OF RECOMMENDATIONS 
 
This section reports our follow-up on actions taken by management on the Recommendations 
for Improvement in our original audit of Risk Management’s Internal Controls Over DAVID 
Information. The recommendations contained herein are those of the original audit, followed by 
the current status of the recommendations.  
 

1. Risk Management Did Not Conduct The Required 
Annual DAVID Audit Prior To Signing The Annual 
Affirmation. 

 
The DAVID Annual Audit Guide provided by DHSMV instructs end users to use it to conduct 
their agency's Annual Audit and to prepare their Annual Affirmation. 

 
In addition, Section V.F. of the MOU between Risk Management and the DHSMV dated 
October 30, 2013 states:  
 

"The Parties mutually agree to the following: 
 
F. All access to the information must be monitored on an on-going basis by 

the Requesting Party. In addition, the Requesting Party must complete an 
annual audit to ensure proper and authorized use and dissemination." 
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Conversation with the primary MVR user revealed that prior to October 27, 2016, the 
department had never conducted an Annual DAVID Audit; the Annual Affirmation was being 
signed without it. By signing the Annual Affirmation form without performing the audit, the 
department has been making false statements to DHSMV since the Annual Affirmation reads: 
 

"In accordance with Section VI., Part C, of the Memorandum of Understanding 
between Department of Highway Safety and Motor Vehicles and Pinellas County 
Board of County Commissioners, Risk Management Department (Requesting 
Agency) hereby Affirms that the requesting agency has evaluated and have 
adequate controls in place to protect the personal data from unauthorized 
access, distribution, use and modification or disclosure and is in full compliance 
as required in the contractual agreement hsmv 0134-14 (contract number)." 

 
We Recommended Management: 
 
Perform the Annual DAVID Audit prior to signing the Annual Affirmation. 
 
Status:  
 
Implemented. Management provided us with the signed Annual Affirmation for the year 2018 
along with the DAVID audit performed for that year. 
 

2. Risk Management Has Not Conducted Quarterly Quality 
Control Reviews Required By The MOU. 

 
Section IV.B.9. of the MOU between Risk Management and the DHSMV dated October 30, 
2013, states:  
 

"The Requesting Party agrees to: 
 

9. ...Conduct quarterly quality control reviews to ensure all current users are 
appropriately authorized." 
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Prior to our audit, the Risk Management Safety Division had never conducted a Quarterly 
Quality Control Review of its DAVID access. According to the primary MVR user, October 27, 
2016 marked the first time Risk Management conducted the quarterly review of its DAVID 
access. Review of the MVR query log showed Risk Management began submitting DAVID 
record requests in June 2015. The records requested from June 2015 through January 2016 
were for testing purposes only. On February 5, 2016, the department submitted its first official 
“batch” request of 200 records. Nonetheless, pursuant to the MOU requirements, a minimum 
of five Quarterly Quality Control Reviews should have been performed since June 2015. 
Overall, the access to DAVID data is not adequately supervised. 
 
Failure to conduct the Quarterly Quality Control Reviews has or could potentially have the 
following effects: 
 

 Management cannot ensure DAVID queries conducted are strictly used for the 
purposes specifically authorized by the MOU. 

 Management is non-compliant with the signed MOU. 
 The County is exposed to potential liabilities due to unauthorized access to DAVID data. 

 
We Recommended Management: 
 
Conduct the required Quarterly Quality Control Reviews and maintain documentation for audit 
purposes.  
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Status:  
 
Implemented. Management provided us with a copy of the completed quarterly control 
reviews for the 2017-2018 period. 
 

3. The Risk Management MVR Application, Shared Drives, 
And OPUS Modules Afford Access To Unauthorized 
Users. 

 
Section IV.B.9 of the MOU between Risk Management and the DHSMV dated October 30, 
2013, states:  
 

"The Requesting Party agrees to: 
 
Update user access permissions upon termination or reassignment of users 
within 5 working days and immediately update user access permissions upon 
discovery of negligent, improper, or unauthorized use or dissemination of 
information..." 

 
Furthermore, Section V.B-G of the same MOU, states:  
 

"…The Parties mutually agree to the following: 
 

B. Information exchanged by electronic means will be stored in a place 
physically secure from access by unauthorized persons. 

C. Access to the information exchanged will be protected in such a way that 
unauthorized persons cannot review or retrieve the information. 

D. All personnel with access to the information exchanged under the terms of 
this agreement will be instructed of, and acknowledge their understanding 
of, the confidential nature of the information. These acknowledgements 
must be maintained in a current status by the Requesting Party. 

E. All personnel with access to the information will be instructed of, and 
acknowledge their understanding of, the criminal sanctions specified in 
state law for unauthorized use of the data. These acknowledgements must 
be maintained in a current status by the Requesting Party. 

F. All access to the information must be monitored on an on-going basis by 
the Requesting Party. In addition, the Requesting Party must complete an 
annual audit to ensure proper and authorized use and dissemination. 

G. By signing the MOU, the representatives of the Providing Agency and 
Requesting Party, on behalf of the respective Parties attest that their 
respective agency procedures will ensure the confidentiality of the 
information exchanged will be maintained." 
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Our fieldwork revealed a number of employees have unauthorized access to Risk 
Management's MVR, shared drives, and OPUS modules that contain DAVID data. The 
technical administration of user access is performed by BTS; however, the ultimate oversight 
responsibility for user access lies with Risk Management, the requesting party in the MOU. 
 
As part of our audit, we asked Risk Management for a list of all of the applications used by the 
department as it relates to DAVID, the following list was provided: 
 

 MVR 
 PIN BCC Risk Management Reports 
 PIN BCC Risk Management Update 
 PIN HR-RM BI User 
 Risk(H) Shared Drive 
 RISKDHSMV(Z) Shared Drive 

 
We also requested a list of the users who should have access to the respective applications. 
We then acquired the list of users with current access to the above applications from BTS. 
 
Upon comparing the lists of users, we noted the following: 

 
 Three individuals had unauthorized access to the MVR, while two other individuals who 

should have access did not. 
 Four individuals had unauthorized access to the PIN BCC Risk Management Reports 

module, while three other individuals who should have access did not. 
 Six individuals had unauthorized access to the PIN BCC Risk Management Update 

module, while three other individuals who should have access did not. 
 One individual had unauthorized access to the PIN HR-RM BI User Module, while three 

other individuals who should have access did not. 
 Nine individuals had unauthorized access to the RISK(H) drive. 
 Two individuals had unauthorized access to the RISKDHSMV(Z) drive, while two other 

individuals who should have access did not. 
 The users with unauthorized access did not sign the DAVID user acknowledgement 

form. 
 Risk Management does not monitor user access on an on-going basis.  
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During our audit, Risk Management moved every folder containing DAVID data from the 
Risk(H) drive to the RISKDHSMV(Z) drive since every division under Risk Management, 
including the Safety Division, need access to the Risk(H) drive. There is a lack of oversight 
over user access to DAVID data; consequently, Risk Management did not comply with the 
MOU's requirements in Sections VI.B.9. and V.B-G. 
 
We Recommended Management: 
 

A. Provide BTS with an updated list of users who should have access to Risk 
Management’s MVR, shared drives, and OPUS modules. 
 

B. Compare the Risk Management departmental users list with BTS's list to ensure 
accuracy. 

 
C. Tally and verify authorized users at the departmental level, at least annually. 

 
D. Ensure that users, whose function no longer requires access to the MVR, shared drives, 

and OPUS modules containing DAVID data, are deactivated within five working days as 
required by the MOU. 

 
Status:  
 

A. - D. Implemented. Management provided us with the list of authorized users for the 
MVR, shared drives, and OPUS modules. We compared the list provided to the list 
of users with access to the aforementioned systems; we noted the appropriate 
individuals have access to the respective repositories. 

 

4. The MVR SOPs Are Incomplete And Contain An 
Inaccurate Statement. 

 
The objectives of Risk Management's "Procedure to Run County Driver's through the State 
Database using MVR" are to: 
 

 “Ensure proper County DL checks are confidential 
 Ensure that documents are created following proper procedures 
 Provide documentation of procedures for State Agreement” 

 
Furthermore, it is considered best practice for SOPs to be 
complete enough to address most eventualities during the 
course of business and so any staff can follow them. 
 
The MVR SOPs are a compilation of step-by-step procedures 
to prep DAVID requests, to submit the requests to DHSMV, 
and to retrieve/view their response through MVR, among other 
things. In order to test the effectiveness of the MVR SOPs, the auditor performed a 
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walkthrough with the primary user. The auditor read the instructions to the primary user while 
she was executing them. Overall, the exercise revealed: 
 

1. The MVR SOPs state:  
 

"Once everything is in place the Primary User will contact the Division of 
the Inspector General [IG]. They will set up a yearly audit to ensure 
compliance."   

 
According to Section VI., Part C of the MOU between Risk Management and DHSMV, 
Risk Management is to submit an Annual Affirmation to DHSMV affirming they have 
evaluated and have adequate controls in place to protect the DAVID data from 
unauthorized access, distribution, use, modification, and disclosure and are in full 
compliance as required by the MOU.  
 
In order to affirm their compliance annually, Risk Management must perform an Annual 
Audit of their internal controls over DAVID themselves. The audit task could only be 
transferred to the Division of Inspector General (IG) upon written approval from the 
DHSMV; however, on October 27, 2016, DHSMV denied the transfer of the audit 
function to the IG. 

 
2. Sections 5.3, 5.5.2, and 5.8 of the SOPs are incomplete; as the auditor was dictating 

the steps from these sections, the primary user noted some steps missing: 
 

a) 5.3 (Gather information for the period) 
b) 5.5.2 (Create the New Hire listing and get it ready for MVR) 
c) 5.8 (Retrieving information from the response folder) 

 
3. Some crucial troubleshooting tips are not included in the SOPs. As of now, only the 

primary user knows them since she has been the main employee driver license 
processor. 

 
4. The MVR SOPs do not address the reporting requirement to DHSMV should there be a 

data security breach. Section VI.B. of the MOU states:  
 

"The Requesting Party must immediately notify the Providing Agency and 
the affected individual following the determination that personal 
information has been compromised by any unauthorized access, 
distribution, use, modification, or disclosure. The statement to the 
Providing Agency must provide the date and the number of records 
affected by any unauthorized access, distribution, use modification, or 
disclosure of personal information. Further, as provided in section 
817.5681, Florida Statues, the document must provide a statement 
advising if individuals whose personal information has been comprised 
have been notified and, if not, when they will be notified. The statement 
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must include the corrective actions and the date these actions are 
completed by the Requesting Party."  

 
It would be considered best practice for Risk Management to establish and incorporate 
procedures addressing the reporting requirement in the MVR SOPs in the event of a 
security breach. 

 
Inadequate standard policies and procedures can impede Risk Management Safety Division's 
daily operation, result in noncompliance with the MOU, and could cause the County to incur 
liabilities. 
 
We Recommended Management: 
 

A. Review and update the MVR SOPs to meet their intended objectives. 
 

B. Add a troubleshooting section to the MVR SOPs to include the tips only known by the 
current primary user. 

 
C. Update the MVR SOPs to include procedures addressing the reporting requirement to 

the DHSMV in the event of a data security breach. 
 
Status:  
 

A. - C. Implemented. Management provided us with the updated MVR SOPs; we noted the 
areas referenced in the recommendations are addressed.  

 

5. DAVID Inquiries Are Retained Beyond The Required 
Period Of Time. 

 
Section IV.B.1. of the MOU between Risk Management and the DHSMV dated October 30, 
2013, states:  
 

"The Requesting Party agrees to: 1. For the 
Requesting Party, driver license and/or motor 
vehicle, information may only be used for the 
express purposes described herein. Information 
obtained from the Providing Agency by the 
Requesting Party shall not be retained by the 
Requesting Party, unless obtained for a law 
enforcement purpose or resold to any Third 
Party." 

 

During our fieldwork, we noted the inquiries made by 
Risk Management since it gained access to DAVID 
are stored in the MVR. The auditor inquired how long 
the information is needed for; the primary user indicated the inquiries are no longer needed 
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after two months. In the presence of Risk Management's Database Administrator (DBA) for 
MVR, the auditor suggested the inquiries/records be deleted once they are no longer needed. 
The DBA explained he could have it setup so the records would be automatically deleted after 
a set period of time.  
 
In addition, some of the DAVID data obtained through the MVR inquiries is captured in Risk 
Management's OPUS modules and also saved in Risk Management's shared drives. The 
information is used for the purpose expressed in the MOU and maintained for business 
continuity. It would be considered best practice for the SOPs to address the MOU's data 
retention requirement and Risk Management’s need to retain some of the DAVID data. 
 
We Recommended Management: 
 

A. Delete unnecessary DAVID inquiries/records from the MVR. 
 

B. Update the MVR SOPs to address the need for DAVID data retention in Risk 
Management’s OPUS modules and shared drives. The SOP should also address 
security measures taken to ensure the safekeeping of the data. 

 
Status:  
 

A. Implemented. During our fieldwork, we observed the data available in the MVR system 
and noted the data available was for one day. Per management, the system is set to 
purge data automatically after thirty days.  
 

B. Implemented. We reviewed the updated MVR SOPs and noted the SOPs address 
DAVID data retention and security. 

 

6. The Risk Management Safety Division Does Not Have A 
Fully Trained Backup To Process Driver Licenses 
Through MVR. 

 
From a going concern standpoint, it is considered best 
practice to have at least two employees cross-trained in 
any given function to avoid business interruption should 
the main employee not be available. 
 
During a walkthrough of the MVR SOPs, the auditor 
noted some important troubleshooting tips are not 
included in the SOP. As of now, only the primary user 
knows them since she has been handling the processing 
of driver licenses for employees. Should the primary user 
not be available, the incompleteness of the SOPs could 
impede driver license processing through MVR. 
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We Recommended Management: 
 
Fully train another employee to back-up the primary MVR driver license processor. 
 
Status:  
 
Implemented. Management provided us with the names of the designated back-up employees 
to the primary MVR driver license processor. During our fieldwork, we interviewed the 
designated individuals to inquire if they were trained to serve as a back-up to the primary MVR 
driver license processor; they both answered in the affirmative. The driver’s license report is 
run and submitted to the DHSMV only twice a year; therefore, arrangements can be made to 
schedule the inquiries effectively around the primary processor’s schedule.  
 



 

  

 


